I. INTRODUCTION
The electrical power grid forms the function foundation of our modern societies, but in the near future our grids will reach a limit due to increased demand and aging infrastructures. As a result nations worldwide have started to convert their power grids into modern, dynamic grids with improved communications and control systems. The Smart Grid will thus be better able to incorporate new forms of energy generation, as well as be self-healing and more reliable. This work looks at the security threat to wireless mesh networks (WMN) from the quantum computer attack, more specifically, we argue for the use of Merkle Trees [1] as opposed to public key encryption for authentication of devices in WMN when used on the Smart Grid. This is an ongoing work on our research on wireless network security [5, 6] .
II. BACKGROUND

A. WMN and Power Grid Security
Wireless mesh networks (WMN) have received a lot of attention in the last decade as a result of their cost effectiveness and robustness. In a WMN each node is a peer and messages can be forwarded through each peer to get to their final destination. Each node is usually connected to several nodes, thus improving reliability since there can be multiple routes from source to sink. New nodes being added to the network must authenticate themselves. There are a number of ways for devices to authenticate themselves; one way is by using public key encryption. Public key encryption is a very elegant and strong way to keep information safe. However, when dealing with maters of security one has to be concerned with something not only being safe today, but also being safe in the future. Electrical power equipment is expensive, time consuming and disruptive to replace. Therefore, as a result of a potential future threat to public key we argue for the use of Merkle Trees for authentication on WMN.
B. Quantum Computer Attack
The computational power of present day computer comes from the transistor, but a new type of computer may replace it that will instead use atoms held in magnetic fields, called qubits. The quantum computer will not only be faster, but it will be able to solve problems in different, more efficient ways. This is the threat to public key encryption systems that are based on the "factorization" or "discrete logarithm" problem. In 1994 a research at Bell Labs named Peter Shor, developed an algorithm that would break these problems in a reasonable amount of time using a quantum computer [2] . If these types of public key systems are installed in the Smart Grid, then those systems will be vulnerable to a quantum computer attack. Quantum computers are currently beyond our technical abilities, but who is to say they will be in 20, 30 or 50 years.
III. PROPOSED SOLUTIOM -MERKEL TREES
An alternative to the public key encryption system for authentication of devices in a Smart Grid networks uses Merkle (Hash) Trees. A Merkle Tree is a complete binary tree constructed from a set of secret leaf tokens, where each internal node of the tree is a hash of its left and right child. In a mesh application the client generates the tree, and the root of the tree is made public. Thereafter, the client can prove its identity to any Mesh Router by comparing the published root against the root that is generated when the hash function and authentication path is provided. It is computationally infeasible to determine the secret token from the published root of the tree [3] .
Figure 1. Merkel Tree
Merkle Trees are resistant to the quantum computer attack. Their strength is not based on the factorization of discrete log problem, rather it is based on a one-way hash function. Hash functions are quick and safe. If the quantum computer is realized to defend against a known attack, a Merkle Tree only needs to increase the length of its hash code. Merkle Trees do have some disadvantages over public key, namely they use more memory and the number of devices it can authenticate itself with has to be determined before it is built. However, in addition to being resistant to a quantum computer attack, reasonably sized Merkle Trees are much faster that public key schemes, as can be seen from the Section IV. 
VI. PERFORMANCE (A) Complexity Analysis
(B) Simulation Results
Fig. 2 Built Time Comparison Figure 3. Authentication Time Comparison
We use the NS-3 network simulator, and RSA as a basis for our public key system. For these preliminary experiments, we use the key size of 32. An advantage RSA does have over Merkle Trees is that RSA can authenticate with as many nodes as it wants. Merkle Trees however can only authenticate with the number equal to the number of its leaves, i.e., secrete tokens. So we evaluated how the network performed when the size of the Merkle Trees grew. There are two parts to the authentication, the time to build the Merkle Tree or RSA key pair (Figure 2) , then the time to authenticate (Figure 3) . It is evident that RSA is very slow to build and to authenticate. If the height of Merkel tree is 16, it would allow each node to have 65,356 leaves to authenticate with, which is more than enough for a typical Smart Grid application.
V. CONCLUSION AND FUTURE WORK
The Smart Grid may create profound changes to the way we live our lives and it offers much in the way of efficiencies and robustness to the electrical power grid. However, its heavy reliance on communications networks will leave it more vulnerable to attack than present day power grids. That is to say it will have similar weaknesses as a present day communications networks, but the stakes will be much higher. Therefore this new Smart Grid must be built on a solid foundation of information security.
The next step for our work is to build a network with an RSA key of up to 2048 bits. Using our current setting, the largest reasonable size key that could be built was with a key of 256 bits, which was still short of what would be considered secure. At 256, build time of the public-private key pair took over 22 minutes-for only 1 node. Building a network of 64 nodes would have taken about 23.4 hours. That gives us an idea of exactly how computationally expensive RSA, and public key in general is.
We would also attempt to study the public key encryption systems that are not vulnerable to the quantum computer attack, such as the NTRU Cryptosystem [4]. We would still expect them to be slower than Merkle Trees; they therefore offer lightweight, secure and quantum attack resistant security that should be considered for use in the Smart Grid. 
